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ABSTRACT

The Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI), which facilitates the process of reporting
and investigating suspicious behaviors potentially indicative of terrorist activity, has been identified as a tool
that can be used to concurrently prevent both terrorism and targeted violence. The NSI captures
preoperational behavior in 16 discrete SAR indicators which have been evaluated in the context of terrorism.
Yet, these indicators lack systematic evidence to substantiate the application to non-ideological targeted
violence, despite a growing body of research on preoperational behavior preceding acts of mass and school
violence. This study conducts a scoping review of empirical research on SAR-related behaviors, terrorism,
and non-ideological targeted violence. Findings from this review indicate the empirical evidence on SARs is
preliminary but growing, and points to key gaps in data, methodology, and focus of existing research. The
purpose of this review is to contextualize the current evidence base informing the NSI program and guide
future research contributing to this area of research.
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At 3:55 pm on May 31st, 2019, an aggrieved employee at the City of Virginia Beach exited his workplace at
the Municipal Center in Virginia Beach, VA, just hours after sending in his letter of resignation, and retrieved
a suppressed .45 caliber handgun from his vehicle in the parking lot (Virginia Beach Police Department
[VBPD], 2021). He walked to another vehicle parked nearby and killed his first victim before entering Municipal
Center Building 2 and opening fire on employees. In an attack that lasted approximately 44 minutes, the
assailant killed 12 people and injured several others (VBPD, 2021). Weeks before the attack, the assailant
reportedly engaged in numerous preoperational behaviors to prepare for his attack, including researching the
layout of the Municipal Center, acquiring ammunition and a rifle case, and testing his security access to
Building 2 (Cowan & Lankford, 2024).

The mass shooting at Virginia Beach represents an emergent threat in the Homeland: non-ideological targeted
violence (NITV). The Department of Homeland Security (DHS) defines targeted violence as “any incident of
violence that implicates homeland security and/or DHS activities in which a knowable attacker selects a
particular target prior to the violent attack...[which] includes attacks that lack a clearly discernible political,
ideological, or religious motivation” (DHS, 2020, p. 1). By these standards, NITV can be understood as
premediated violence not driven by ideology, but instead by other violent, or hateful beliefs to include mass
violence, school violence, rampage shootings, workplace shootings, or assassinations.

Recent research suggests only about 15% of mass public shooters are driven by an ideological goal (Capellan
et al.,, 2019), and studies indicate mass murderers are often even more disconnected from wider social
networks than lone-actor terrorists (Clemmow, Gill, et al., 2020). The solitude in which these attacks typically
fester poses numerous challenges for detecting and preventing these plots before they materialize.
Consequently, policymakers and practitioners have begun to consider how existing tools and infrastructure
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designed to prevent acts of terrorism, or violence perpetrated to advance a social, political, economic, or
religious goal (Freilich et al., 2014; LaFree & Dugan, 2007), can be simultaneously leveraged to prevent acts
of NITV. Specifically, DHS now situates terrorism and targeted violence as “intersecting threats” and asserts
there is “some alignment in the tools used to counter them” (DHS, 2019). The Nationwide Suspicious Activity
Reporting (SAR) Initiative (NSI), a program developed to facilitate the detection and investigation of suspicious
preoperational behavior, has been identified as a tool that is jointly applicable (DHS, 2019). The logic
underpinning this application is that perpetrators of both terrorism and targeted violence demonstrate
preoperational behavior that could indicate mobilization to violence, as observed in the Virginia Beach
shooting.

Numerous large-scale studies have attempted to evaluate the NSI program in the context of terrorism. Most
evaluations have focused on estimating the frequency of SAR indicators within terrorist plots and attacks
(Gruenewald et al., 2015; Jensen & LaFree, 2024), but studies have also attempted to identify which SAR
indicators are associated with a greater likelihood of a plot being interdicted by law enforcement (Gruenewald,
Klein, & Drawve, 2019). This evidence base, as well as empirical attention to the preoperational behavior of
terrorists, continues to grow. Such systematic evidence is absent for acts of NITV, despite the emerging body
of research on preoperational behaviors to forms of NITV like mass violence and school shootings (Abel et
al., 2024; Meloy et al., 2012; Meloy & Hoffman, 2021). With deliberations around if and how the NSI could be
expanded to include acts of NITV, there is a need to take stock of our current evidence based on the
connection between SARs, terrorism, and NITV.

This study conducts a scoping review of empirical evidence investigating the connection between SAR
indicators, terrorism, and NITV. A systematic search protocol is employed to identify studies examining this
connection, and an exploratory review process is used to evaluate which types of terrorism and NITV SAR-
related behaviors have been studied in connection to, as well as what data sources and methodological
approaches have been used to produce this evidence base. In doing so, the purpose of this study is to assess
the current evidence base, evaluate the quality of existing evidence, and identify areas where improvement is
needed to better inform policy decisions related to the NSI program. Before explaining the scoping review
processes, the study begins with a brief explanation of the NSI program and SAR indicators.

Background

The findings of the 9/11 Commission Report highlighted the need for a centralized system of information-
sharing on potential terrorist activity. Led by the Department of Homeland Security (DHS) and the Federal
Bureau of Investigation (FBI), in partnership with the Program Manager for the Information Sharing
Environment (PM-ISE) and the Criminal Intelligence Coordinating Council, developed the NSI (DHS, 2022).
Officially implemented nationwide in March 2010, the NSI is a program that connects over 18,000 law
enforcement and intelligence agencies to an information sharing environment (DHS, 2022). The National
Threat Evaluation and Reporting Center (NTER, 2025) has since assumed responsibility for managing the
NSI program.

Suspicious Activity Reports (SARs) are the functional products of the NSI program. SARs are initiated by law
enforcement officers based on their observations on duty or tips from the public (Steiner, 2010). Once filed,
the initiating agency forwards the potential SAR to the local fusion center for vetting and analysis. If the SAR
is considered relevant to the terrorism-nexus of activity and an investigation is warranted, the SAR is sent to
federal authorities at the FBI or DHS. Once investigation into the SAR concludes, the SAR is documented and
uploaded to the FBI eGuardian system (Steiner, 2010). Other law enforcement and intelligence officials are
then able to access the SAR information for future investigations (Steiner, 2010).

There are 16 SAR indicators designating distinct forms of preoperational behavior that may warrant a SAR.
SAR indicators are defined in the Information Sharing Environment-SAR (ISE-SAR) Functional Standard 1.5.5
(DHS, 2015), reported in Table 1. Seven indicators relate to criminal behavior with a possible nexus to



Table 1
SAR Indicator Categories
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Category

Description (per ISE-SAR Functional Standard 1.5.5)

Defined Criminal Activity & Potential Terrorism Nexus Activity

Breach/Attempted Intrusion

Misrepresentation

Theft/Loss/Diversion

Sabotage/Tampering/Vandalism
Cyberattack
Expressed/Implied Threat

Aviation Activity

Unauthorized personnel attempting to or actually entering a restricted
area or protected site. Impersonation of authorized personnel (e.g.
police/security, janitor).

Presenting false or misusing insignia, documents, and/or identification,
to misrepresent one’s affiliation to cover possible illicit activity.

Stealing or diverting something associated with a facility/infrastructure
(e.g., badges, uniforms, identification, emergency vehicles, technology
or documents {classified or unclassified}, which are proprietary to the
facility).

Damaging, manipulating, or defacing part of a facility/infrastructure or
protected site.

Compromising, or attempting to compromise or disrupt an
organization’s information technology infrastructure.

Communicating a spoken or written threat to damage or compromise a
facility/infrastructure.

Operation of an aircraft in a manner that reasonably may be interpreted
as suspicious, or posing a threat to people or property. Such operation
may or may not be a violation of Federal Aviation Regulations.

Potentially Criminal or Noncriminal Activities Requiring Additional Information

Eliciting Information

Testing/Probing Security

Recruiting/Financing

Photography

Observation/Surveillance

Materials Acquisition/Storage

Acquisition of Expertise

Weapons Collection/Discovery

Sector-Specific Incident

Questioning individuals at a level beyond mere curiosity about
particular facets of a facility’s or building’s purpose, operations, security
procedures, etc., that would arouse suspicion in a reasonable person.
Deliberate interactions with, or challenges to, installations, personnel,
or systems that reveal physical, personnel or cyber security
capabilities.

Building of operations teams and contacts, personnel data, banking
data or travel data

Taking pictures or video of facilities, buildings, or infrastructure in a
manner that would arouse suspicion in a reasonable person. Examples
include taking pictures or video of infrequently used access points,
personnel performing security functions (patrols, badge/vehicle
checking), security-related equipment (perimeter fencing, security
cameras), etc.

Demonstrating unusual interest in facilities, buildings, or infrastructure
beyond mere casual or professional (e.g. engineers) interest such that
a reasonable person would consider the activity suspicious. Examples
include observation through binoculars, taking notes, attempting to
measure distances, etc

Acquisition and/or storage of unusual quantities of materials such as
cell phones, pagers, fuel, chemicals, toxic materials, and timers, such
that a reasonable person would suspect possible criminal activity.
Attempts to obtain or conduct training in security concepts; military
weapons or tactics; or other unusual capabilities that would arouse
suspicion in a reasonable person.

Discovery of unusual amounts of weapons or explosives that would
arouse suspicion in a reasonable person.

Actions associated with a characteristic of unique concern to specific
sectors (such as the public health sector), with regard to their
personnel, facilities, systems or functions.
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terrorism, and the other nine are potentially criminal behaviors that require more investigation to ascertain
their nature (DHS, 2015). SAR indicators were designed to capture preoperational behaviors indicating
involvement in terrorism or terrorism-related activities, while also safeguarding citizen’s civil liberties and right
to freedom of speech and expression (DHS, 2022).

Notably, SAR indicators are categories of behavior, and most studies on preoperational behavior do not
operationalize variables according to the definitions in the Functional Standard, often opting for more granular
operationalizations. In other words, empirical research in this area typically examines specific behaviors that
fall within a SAR indicator category but is not explicitly described in the ISE-SAR definition. For example,
studies often consider whether a perpetrator participated in firearms training at a practice range (Gill et al.,
2016; Kelly & Alexander, 2022; Meloy et al., 2015). This behavior is not explicitly mentioned in the Acquisition
of Expertise definition but captures a more discrete behavior within the SAR category. In this review, behavior
captured by a SAR indicator category is referred to as “SAR-related behavior” to appropriately represent the
connection between the SAR category and related preoperational behavior.

Another important distinction exists between SAR-related behavior and broader warning or pre-event
behavior. SAR indicators were developed with input from multiple civil liberties advocacy groups to protect the
rights and privacy of citizens (DHS, 2022). As such, SAR-related behavior must meet a legal threshold of
“reasonably indicative of preoperational behavior,” meaning the behavior must signal active involvement in a
terrorist plot (DHS, 2015). This threshold is necessary given reported SARs that are deemed credible provide
law enforcement with cause to investigate and enact legal sanctions if required. Alternatively, warning
behaviors signal an accelerating risk that an individual may be on the pathway to committing a violent act
(Meloy et al., 2012), constituting a wider scope of pre-event behaviors that are not subject to any legal
threshold. Warning behavior may range from behavior fully protected by constitutional rights, such as
expressing interest in past terrorist attacks or an obsession with military paraphernalia, to preoperational
behavior that could qualify as a SAR, like researching attack sites or obtaining weapons (Meloy et al., 2012).
To retain focus on the NSI program and its applicability to NITV, this review exclusively focuses on SAR-
related behavior, while acknowledging that larger universe of warning and pre-event behaviors that do not
meet the SAR threshold remain equally important to the study of mobilization to violence.

Methodology

The current study conducts a scoping review of the research to appraise the evidence base on SAR indicators,
terrorism, NITV. This review produces a preliminary assessment of an evidence base to situate the nature
and quality of an existing evidence base. Scoping reviews are comparable to systematic reviews, in that they
can utilize a systematic process to compile and review literature, aiming for transparency and replicability
(Grant & Booth, 2009). Contrary to systematic reviews, scoping reviews are not typically restricted to a single
study design and rather include a variety of study designs to provide narrative and tabular summaries of the
evidence base (Grant & Booth, 2009). This approach is more appropriate for examining the existing research
on SAR indicators and terrorism/NITV, as empirical inquiry into these behaviors has not been uniform or
synchronized. In addition to the various operationalizations for behaviors captured by SAR indicator categories
(described above), studies have similarly assessed a diverse range of terrorism and NITV outcomes, including
terrorist attacks, lone-actor attacks, thwarted violent plots, mass public attacks, school shootings, and averted
school shootings, to name a few. Because of this variation in operationalization and measurement, attempts
to systematically aggregate or collectively interpret the existing evidence base would be misleading and
difficult to reconcile. Nonetheless, this scoping review adopts a structured, multi-step approach for locating,
collating, and critically reviewing relevant studies (Grant & Booth, 2009; Page et al., 2021).

Systematic Search Process

The systematic search of the literature to identify studies for the scoping review was completed by a research
team composed of one lead investigator and two graduate assistants, supervised by three co-investigators.
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The search process was conducted between June and July 2024. A supplemental search was conducted in
July 2025 to identify studies published in the last year.

Eligibility Criteria

To be included in this review, studies must have satisfied three criteria. First, studies must have been
published in a peer-reviewed journal or governmental report. Theses, dissertations, or non-refereed articles
were not included. While there are variations in the peer-review process for governmental and academic
publications, this criterion ensured studies included in the review were refereed by experts in the field. Second,
studies included in this review assessed at least one variable measuring SAR-related behavior — that is,
behavior captured by a SAR indicator(s) category — in connection to acts of terrorism or NITV. Consistent with
the purview of violent attacks described in the DHS Strategy, studies on terrorism, violent extremism, hate/bias
crime,!’ mass violence, school violence, assassinations, or other targeted violence are included in this review
(DHS, 2019). Additionally, stemming from discussion in previous sections, only studies leveraging variables
related to or captured by a SAR indicator category are included. Studies on warning or pre-event behaviors
that are not captured by the SAR indicator categories — that is, do not meet the legal threshold of
preoperational behavior used to define SAR-related behaviors — are not included in this review. While this
criterion limits the scope of this review, it assures that all included studies are contributing to the evidence
base directly informing SARs and the NSI program. Finally, studies included in this review must have
employed an empirical methodology (i.e., quantitative or qualitative) when examining the connection between
any SAR Indicator(s) or SAR-related behaviors and acts of terrorism or NITV. Conceptual pieces or
commentaries were not included to retain focus on the empirical evidence base.

Additionally, this review also includes studies on terrorism and NITV within and beyond the United States, so
long as the study was written in English; non-English articles were not included. While the NSl is a domestic
program, studies have examined the preoperational behaviors committed by perpetrators of terrorism and
NITV internationally. Such evidence remains instructive to understanding how these actors plan, prepare for,
and execute their attacks.

Searching Protocol

The systematic search process is displayed in Figure 1. The first step of collecting relevant studies for the
review was to complete a comprehensive search protocol to identify an initial set of potentially relevant studies
with topical relevance to SAR Indicators and terrorism and targeted violence. This process involved directed
searches on three search engines — Google Scholar, ProQuest, and EBSCOhost — using a series of keyword
pairings and combinations. Google Scholar was the primary search engine used in the search process, as
research indicates Google Scholar remains the most powerful academic search engine (Khalid et al., 2025).
ProQuest and EBSOChost were incorporated as additional search engines to ensure comprehensiveness, as
these services were compatible with the institutional credentials of the research team. Each search included
a keyword focused on the outcome being assessed (e.g. “mass violence”) as well as a keyword(s) related to
the SAR-related behavior(s) under study. The list of keywords used is reported in Figure 1. Keywords were
initially generated by consulting prior literature on SARs and preoperational behavior to build a lexicon of terms
directly associated with SAR indicators, terrorism, and NITV. Additional keywords were added to the protocol
throughout the search process as studies were identified and reviewed. No date restrictions were used in the
searching process — studies published at any time were considered.

During the initial search process, three research team members conducted searches with each combination
of keywords to ensure the search process was exhaustive and collected as many potentially relevant studies
as possible. To ascertain relevance, team members conducted cursory reviews of abstracts and main texts of
identified studies to determine relation SARs, terrorism, and NITV. When a team member located a potentially
eligible study, it was downloaded and stored in a folder shared with other team members, so that duplicate
studies were not collected. Each team member searched until every keyword combination was used and
returned results were saturated — that is, new searches did not produce any unique results. Additionally, for
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searches being conducted on Google Scholar, team members were instructed to use the “Cited by” and
“‘Related articles” functions for identified studies as an additional strategy for locating potentially eligible
studies. A preliminary pool of 152 studies was identified in the initial search process.

Subsequently, at least two members of the research team then evaluated each study individually to determine
if all eligibility criteria were satisfied. This process involved reading through studies in their entirety to identify
their empirical approach and topical relevance to SAR-related behavior, as well as to identify any additional
studies cited in the manuscript that could be relevant to this review.? If an identified study did not meet all three
eligibility criteria, it was excluded from the final sample. A consensus-based approach was used, where team
members must have agreed on whether a study should be included, and disagreements were resolved through
discussion. Most studies excluded at this stage in the search process were topically relevant but did not
conduct empirical inquiry (e.g. conceptual studies, commentaries), or were initially included because of a
specific variable, but further inspection revealed the variable was not aligned with any SAR indicator
categories. After reviewing the initial pool of 152 studies, 81 studies met all eligibility criteria and were included
in the final sample for review (see Appendix A for full list of studies).

Assessment and Review Process

The assessment and review process was threefold. First, each study was individually reviewed by the three
members of the research team and inductively coded for (1) the specific type of violence studied, (2) the
source of data for the study,® and (3) the empirical methodology employed. The emergent codes were input
into a Microsoft Excel spreadsheet. Second, due to the variation in the outcomes examined and methodologies
used across the (n = 81) studies, codes for the type of violence, source of data, and methodology were
reviewed and revised into thematic categories to aid assessment and interpretation. Four resultant categories
were constructed for the type of violence studied: (1) Terrorism/Violent Extremism, (2) Mass Violence, (3)
School Violence, and (4) Other Targeted Violence. Three categories were constructed for the types of data
utilized: (1) Open-Source Data, (2) Closed-Source Data, and (3) Multiple Sources. Five categories were
constructed for methodological approaches: (1) Descriptive Statistics, (2) Inferential Statistics, (3) Case Study,
(4) Qualitative, and (5) Mixed Methods. The operationalizations for these resultant categories are described
in their respective sections below.

Third, the three coders — two student assistants and one lead investigator — were required to ascertain whether
the study examined a variable that captured preoperational behavior aligned with a SAR indicator category in
relation to terrorism or NITV. While at least two research team members had to agree that each study in the
sample examined at least one SAR-related behavior during the systematic search process, many studies
examined multiple variables related to multiple SAR indicators. Coders had to interpret the operationalization
for each variable in a study and determine whether the variable was operationally congruent with a SAR
indicator category. If coders determined a variable was aligned with a SAR-related behavior, then they coded
that SAR indicator as being “Examined” for that study. If the study did not include a variable related to a SAR
indicator category, then coders input a “Not examined” code for that indicator for that study. Importantly, coders
did not categorically code for whether a study provided supportive evidence for a SAR indicator. Due to the
variation in types of violence examined and methodologies employed, such determination could not be
concluded with an objective threshold. Accordingly, the purpose of this coding scheme was to evaluate which
SAR indicators have been studied most frequently and consistently across the empirical literature.

Importantly, timeline constraints restricted the full research team’s involvement after the data were coded.
While steps were employed to enhance the reliability and transparency of this review (described below), the
results of this review reflect the sole author’s interpretation and appraisal of this study’s findings. To minimize
subjectivity, subject matter experts reviewed and provided feedback on the results of the review, which were
integrated to improve clarity, interpretation, and accuracy of the results.
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Reliability

An emergent coding scheme as designed in this study faces challenges with reliability. Research team
members were required to inductively code (a) what type of violence was studied, (b) what source of data was
used, (c) what type of methodology was used, and (d) whether a variable related to a SAR indicator category
was examined. The former three variables required little initial interpretation, as coders were instructed to be
as specific as possible when inputting the types of violence examined, data sources used, and methodologies
used. However, when these codes were revised and refined into resultant categories, coders were required
to interpret studies’ data, sample, outcome variables, and analytic strategies to determine which categories
accurately reflect their topical focus and methodological approaches. Similarly, to determine whether SAR-
related behavior was examined in a study, coders were required to effectively map each study’s variables
capturing discrete preoperational behaviors onto SAR indicator categories that, as discussed above, do not
explicitly nor exhaustingly identify the specific behaviors that may be captured by each category.

Several strategies were implemented during and after the coding process to improve reliability. First, during
the initial coding phase, the three research team members completed coding on the first five studies together.
These initial cases helped increase familiarity with the SAR indicator categories and provided student
assistants with the opportunity to ask clarifying questions under the direction of the lead investigator. After the
initial coding phase, all three members of the research team began individually completing coding on the full
sample of (n = 81) studies. Student assistants consulted the lead investigator for additional clarification
throughout this full coding process. The lead investigator also reviewed each of the student assistants’ codes
for all their assigned cases, providing feedback and guidance as needed. Due to aforementioned timeline
constraints, interrater reliability was not conducted at this stage in the process, but all coding decisions made
by student assistants were reviewed and approved by the lead investigator, bolstering consistency of coding
decisions between coders.

Interrater reliability remains a concern despite this oversight, as the lead investigator was also required to
interpret, evaluate, and determine appropriate coding decisions for each study. To ensure coding decisions
are not only consistent between the three members of the research team, but also consistently aligned with
the operationalizations for each variable, an external student assistant not involved in the full coding process
was recruited to complete a post-hoc reliability coding procedure. The student assistant was provided with the
operationalization for each variable, and equivalent instructions by the lead investigator. Post-hoc reliability
coding was completed on a random sample of 20 studies (25%) from the full sample of studies.

Table 2 presents the results of this post-hoc coding procedure. Cohen’s kappa (k) was estimated for the type
of violence studied, data source used, and methodological approach employed using the resultant categories
constructed during the original coding process, as well as for the determination of whether a study examined
a variable aligned with a SAR indicator category. Most variables reported moderate-to-strong Cohen’s k
estimates (>.60; McHugh, 2012), indicating reliable operationalizations for coding the type of violence studied,
the data source used, the methodology utilized, and most SAR indicators. Breach/Attempted Intrusion
reported a kappa statistic near this threshold (k = .62), despite high agreement between coders (90.48%), but
the Cohen’s k estimate may be biased downward due to the limited variation in this variable, as variables with
high skewness are highly penalized for disagreements in Cohen’s k estimation (Xu & Lorber, 2014).

A similar artifact may be observed for Weapons Collection/Discovery, albeit to a lesser extent. While
agreement for this variable is at the lower threshold of acceptability (>80%; McHugh, 2012), the Cohen’s
kappa for this indicator suggests weak reliability (k=.53; McHugh, 2012). A qualitative assessment of the
disagreements in this variable reveals four discrepancies, stemming from overlooking relevant qualitative
evidence or confusing weapon use variables with weapon collection or acquisition behaviors. Accordingly,
while coders agreed on most coding decisions for Weapons Collection/Discovery, this post-hoc assessment
indicates a degree of caution should be exercised when interpreting findings related to that SAR indicator.
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Table 2
Post-hoc Interrater Reliability Estimates

Variable k Agreement

Type of Violence .92 95.24%

Data Source .79 90.00%

Methodology 1.00 100.00%

SAR Indicators'
Breach/Attempted Intrusion .62 90.48%
Misrepresentation 1.00 100.00%
Theft/Loss/Diversion g7 95.24%
Sabotage/Tampering/Vandalism .62 90.48%
Cyberattack 1.00 100.00%
Expressed/Implied Threat 1.00 100.00%
Aviation Activity g7 95.24%
Eliciting Information .90 95.24%
Testing/Probing Security 77 90.48%
Recruiting/Financing .81 90.48%
Photography .86 95.25%
Observation/Surveillance 1.00 100.00%
Materials Acquisition/Storage .89 95.24%
Acquisition of Expertise 1.00 100,00%
Weapons Collection/Discovery .53 80.95%
Sector-Specific Incident 1.00 100.00%

Note. Estimates reflect interrater agreement for whether a variable(s) related to a SAR indicator category was
examined in a study.

Results

Findings from this review are presented in four sections. The first section examines the different types of
violence studied by the (n = 81) studies in this review. The second section reviews the sources of data used
to produce this evidence base. The third section assesses the methodological approaches leveraged by these
studies. Finally, the fourth section evaluates the distribution of evidence across each SAR indicator in relation
to each distinct type of violence. Figures illustrating frequency counts are presented to report the findings of
the review. Studies discussed in-text alongside these tabular summaries are provided as illustrative examples
to review this body of research, reflecting findings that are patterned or contradictory across studies.

Types of Violence

The 81 studies in this review examined a wide range of outcomes related to terrorism and NITV. After
inductively coding the specific type of violence each study assessed, four thematic categories were
constructed to separate terrorism and NITV outcomes: Terrorism/Violent Extremism, Mass Violence, School
Violence, and Other Targeted Violence. While it would be intuitive to distinguish the outcomes into either
terrorism or NITV, this strategy may mask the nuance of different forms of NITV, and studies were often solely
focused on a specific type of targeted violence (e.g. school violence, mass shootings). Moreover, unlike acts
of terrorism and violent extremism, which require an ideological motivation to be classified as such (FBI &
DHS, 2020), mass violence is defined solely by the action itself. The Congressional Research Service defines
mass shootings as

a multiple homicide incident in which four or more victims are murdered with firearms—not
including the offender(s)—within one event, and at least some of the murders occurred in a
public location or locations in close geographical proximity (e.g., a workplace, school,
restaurant, or other public settings), and the murders are not attributable to any other



10 TURNER | NSI, TERRORISM, AND NITV

underlying criminal activity or commonplace circumstance (armed robbery, criminal
competition, insurance fraud, argument, or romantic triangle. (Krouse & Richardson, 2015, p.
10)

Numerous studies on mass violence heed this definition when composing their studies’ sample (Capellan et
al., 2019; Peterson & Densley, 2021; Peterson, Erickson, et al., 2021), and multiple other studies use similarly
broad definitions that could encompass a wide range of targeted violence acts, including terrorist attacks,
mass shootings, and school shootings, dependent on the modus operandi and casualty counts of the attack
(Alathari et al., 2023; Lankford et al., 2019). Where possible, the research team attempted to distinguish results
directly related to terrorism and NITV. Several studies in this review considered multiple types of violence,
such as lone-actor terrorists and mass murderers, and discretely presented findings respective to each type
(Capellan et al., 2019; Clemmow, Gill, et al., 2020). Because these studies examined each outcome, they
were coded as studying both rather than one or the other, which is reflected in the reported totals for each
type of violence in Figure 2. However, other studies’ analytic approaches did not allow such discernment.
Thus, the count of studies focused on Mass Violence should be interpreted as a combinative category which
can include acts of both ideologically and non-ideologically motivated targeted violence. Overall, Mass
Violence was the second most frequently studied form of violence in the empirical literature, with 33 studies
examining SAR-relevant variables as precursors to mass attacks.

Figure 2
Type of Violence Examined by Studies in Review
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Terrorism/Violent Extremism was the most studied type of violence in this review, with 34 studies assessing
the connection between SAR-related activities and acts of terrorism and violent extremism. Several studies
directly focused on certain types of terrorists, such as lone-actors or jihadist ideologues (Gill et al., 2013;
Lindekilde et al., 2019; Meloy et al., 2021; Schuurman et al., 2018), while others considered a wider slate of
terrorists using large-scale datasets. Additionally, the only three studies known to evaluate the prevalence of
all 16 SAR indicators were all conducted using samples of terrorist or violent extremist plots and attacks
(Gruenewald et al., 2015; Gruenewald, & Drawve, 2019; Jensen & LaFree, 2024).
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School Violence was the third most common type of violence studied in this review (n = 19). Most studies
focused on shootings within a K-12 school facility (Alathari et al., 2019; Alathari et al., 2021; Capellan et al.,
2019; Freilich et al., 2021; Gerard et al., 2016; Silva et al., 2023), though some research did consider shootings
on college campuses as well (Langman et al., 2013; Silva et al., 2023). While most studies on this type of
violence examined characteristics of school shooting attacks and their perpetrators, several studies also
evaluated outcomes tangential to school shootings, such as school shooting threats (Oksanen et al., 2015;
Peterson et al., 2024) or averted school shootings (Alathari et al., 2021; Cowan et al., 2022), that provided
evidence directly related to specific SAR Indicators.

Finally, four studies in this review examined outcomes related to other forms of NITV. The Other Targeted
Violence category includes instances targeted violence against public officials (Fein & Vossekuil, 1999;
Vossekuil et al., 2015), and more general examinations of targeted violence in Canada (Almond et al., 2023).

Data Sources

Across this review, studies sourced data in a variety of ways. As reported in Figure 3, the distribution of data
sources was comparable across the four violence categories, albeit closed-source data was used more
frequently to study Mass Violence and School Violence than Terrorism/Violent Extremism. Nonetheless, the
majority of studies assessing Terrorism/Violent Extremism, Mass Violence, and School Violence utilized open-
source data to conduct their examinations. Open-source data is a powerful resource and is the most popular
data source for studying rare events like terrorist attacks and mass shootings (Chermak et al., 2025). Studies
using open-source data collect publicly available information on a people, groups, or events from a range of
open-sources, including but not limited to court records, police reports, academic research, and news media.
Of the (n = 81) studies in this review, 49 relied exclusively on open-source data. The development of large-
scale open-source datasets such as the American Terrorism Study (ATS; Gruenewald et al., 2015;
Gruenewald, Klein, et al., 2019; Smith et al., 2016), Extremist Crime Database (ECDB; Gruenewald et al.,
2015), or the Profiles of Individuals Radicalized in the U.S. (PIRUS) dataset (Jensen & LaFree, 2024) has
facilitated the empirical study of preoperational behavior for terrorism and violent extremist events. Further,
the recently introduced dataset from The American School Shooting Study (TASSS) includes open-source
data on school shooting events in the U.S. (Freilich et al., 2021), and several open-source datasets focus
specifically on public mass shootings (e.g. Capellan et al., 2019; Greene-Colozzi, 2022). In addition to these
quantitative datasets, researchers may also draw on raw open-source materials for textual qualitative data on
events, groups, or people (e.g. Abel et al., 2024; Gill et al., 2018).

Alternatively, 12 studies exclusively utilized closed-source data — or data that is not publicly accessible and
requires specific authorization or access — to examine the connection between SAR-related behaviors and
terrorism and NITV. These sources varied in form and content, with studies drawing on law enforcement case
files (Almond et al., 2023; Bondu & Scheithauer, 2018; Gibson et al., 2020; Holkeri et al., 2015; Scalora et al.,
2020; Silver, Simons, et al., 2018; Tampe & Bondu, 2025), litigation records (Meloy & Kupper, 2026), clinical
data (Geck et al., 2017; Lindberg et al., 2012), tipline data (Hendrix et al., 2022), and data from violence
prevention programs (Silva & Madfis, 2025). Importantly, despite including variables or measures aligned with
a SAR indicator category, no study in this review utilized closed-source data from fusion centers on actual
SAR reports. This absence is problematic given this evidence base collectively informs the NSI program but
includes no analyses of data exclusively stemming from reported, vetted, and/or documented SARs. While
several studies tailored their data towards reported threats or individuals who have issued threats in the past
(e.g. Geck et al., 2017; Gibson et al., 2020; Lindberg et al., 2012; Scalora et al., 2020), these efforts can only
partially capture the scope of suspicious behavior that may be reported, analyzed, and investigated by
authorities through the NSI program.

Twenty studies triangulated data across multiple sources to study SAR-related behaviors. The combinations
of data were diverse. One study leveraged multiple sources of closed-source data, assessing police reports
of school shooting threats and medical files on those who issued threats (Oskanen et al., 2015). Another study
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Figure 3
Data Sources Used by Studies in Review (n = 81)
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assessed both open-source data and survey data of the general population (Clemmow, Schumann, et al.,
2020). Other studies combined open-source and closed-source data, supplementing open-source material
with official police case files (Cowan & Lankford, 2024; Duwe, 2020; Lindekilde et al., 2019; Schildkraut et al.,
2024; Silver & Silva, 2022), or interviews with law enforcement officials (Meloy et al., 2015; Schuurman et al.,
2018). Three studies drew on The Violence Project’s public mass shooting database (Peterson, Densley, et
al., 2021; Peterson, Erickson, et al., 2021; Silva & Greene-Colozzi, 2024), which is based on both primary and
secondary data sources (Peterson & Densley, 2021). Similarly, two additional studies used the Averted School
Violence dataset, which includes self-reported data from officials and open-source information on incidents of
averted school attacks (Cowan et al., 2022; Winch et al., 2024). Although triangulation can help mitigate
limitations associated with individual sources (Anderson et al., 2011), closed-source data on SARs remained
notably absent in these studies as well.

Methodological Approaches

Methodological approaches vary in scope, purpose, and rigor, but appraising the methodological approaches
employed to produce this evidence base offers insight into the breadth and depth of the empirical research in
this area. As aforementioned, studies in this review needed only to employ an empirical methodology — there
were no restrictions on type or rigor. This inclusive approach was more appropriate for taking stock of the
current evidence base and identifying areas of improvement to strengthen the body of research informing
SARs and the NSI program.

Figure 4 shows the methodological approaches employed by the studies in this review. Similar to the data
sources used in this body of research, a comparable proportion of studies employ each methodological
approach in relation to each type of violence. Most studies in this review (n = 32) conducted descriptive
quantitative analyses, represented proportionally across the different forms of violence. These studies often
investigated the count or frequency of SAR-related behaviors in samples of targeted violence events or
perpetrators. Studies using descriptive analyses can provide preliminary insight into the relative prevalence of
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SAR-related variables prior to ideological and NITV attacks, which is an essential step to building a robust
evidentiary base in this area.

Figure 4
Methodologies Used by Studies in Review
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While descriptive statistics cannot draw correlational or causal inferences, they lay the foundation for such
pursuits (Sutanapong & Louangrath, 2015). Building on this evidence, 30 studies in this review estimated
inferential statistics, including bivariate and multivariate analytic techniques, to assess the connection between
SAR-related behaviors and forms of targeted violence. Context is important for these studies, however,
because the inferential tests varied in rigor and focus. Among the 30 studies that utilized inferential statistics,
nearly half (n = 14) used bivariate tests to compare the prevalence of SAR-related behaviors between distinct
samples of offenders or events. Bivariate tests are useful for estimating the direct relationships between two
variables, but in the same breath are unable to account for exogenous variables. Several studies employ
multivariate regression models to estimate the relationship between SAR-related behaviors and distinct
outcomes, such as the success or failure or terrorist attacks (Gruenewald, & Drawve, 2019), aversion or
completion of school shootings (Winch et al., 2024), workplace violence incidents (Geck et al., 2017), or
leakage pathways (Peterson, Erickson, et al., 2021), to name a few.

Other studies have advanced the methodological rigor of this research further by deploying innovative tools
and approaches that extend beyond independent effects, accounting for conditions like behavioral clustering
(Clemmow, Gill, et al., 2020; Horgan et al., 2018), behavioral sequencing (Meloy et al., 2021; Silva et al.,
2023; Silver & Silva, 2022), and estimating base rates (Clemmow, Schumann, et al., 2020). One study used
machine learning to predict whether an individual mobilized to extremist action based on their online posting
behaviors (Brown et al., 2026). While these methodological approaches are relatively few in this body of
research, the recency of these studies suggests research examining SAR-related behaviors is improving in
quality and rigor.

Case studies were the third most frequently utilized methodology in this review. Approximately 13 studies
analyzed specific cases of ideological and NITV to identify which SAR-related behaviors preceded attacks,
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how they were committed, and when they occurred in proximity to the attack. Case studies are useful analytic
tools that can provide rich information on a particular SAR-related behavior, including the details of the
behavior and the context in which it occurred. In one study, case study analysis was used as a comparative
tool to identify similarities and distinctions between acts of terrorism and non-ideological mass murder (Kelly
& Alexander, 2022). Other studies opted to conduct nuanced investigations into preoperational behaviors
perpetrated by school shooters (Abel et al., 2024; Schildkraut et al., 2024), mass shooters (Cowan & Lankford,
2024), violent extremism (Allely & Faccini, 2019), and workplace rampage shooters (lllardi et al., 2024). While
case studies often lack generalizability to broader populations, they compensate in their detailed descriptions
of social phenomena (Flyvberg, 2006). In this way, these case studies provide a degree of qualitative nuance
to the evidence base connecting SAR Indicators and terrorism and NITV.

Four studies in this review employed a mixed methods approach, utilizing both quantitative and qualitative
data to examine the connection between SARs and targeted violence in multiple ways. In all four studies,
researchers paired descriptive statistics with case study analysis to explore characteristics and behaviors of
violent jihadist terrorists (Clutterbuck & Warnes, 2011), averted school violence (Cowan et al., 2022),
assassinations (Fein & Vossekuil, 1999), and targeted violence in schools and against public officials
(Vossekuil et al., 2015). Finally, two studies in this review utilized qualitative designs other than case studies.
Both studies, instead, conducted qualitative content analyses. Slemaker (2023) explored pre-attack warning
behaviors demonstrated by (n = 23) mass shooters by assessing their manifestos. Alternatively, Gill et al.
(2018) studied how terrorists plan and commit attacks by assessing the text of (n = 49) autobiographies
published by individuals who were involved in at least one terrorist event. By studying the words of terrorists
and mass shooters, these studies aim to explore the decision-making processes that underly attack planning
and preparation activities at a granular level.

SAR Indicators

The preceding sections indicate empirical evidence on SARs, terrorism, and NITV is mostly preliminary, and
studies on different types of violence are proportionately similar in their data sources used and methodological
approaches employed. A closer inspection of the SAR-related behaviors examined by the studies in this review
suggests more discrepancies in this evidence base. Figure 5 reports the count of studies in this review for
each SAR indicator category examined, distinguished by the type(s) of violence under study.* This distribution
illustrates how uneven the empirical evidence base on SARs is, with a disproportionate focus on certain SAR
indicator categories and limited attention to others. Among the seven SARs capturing criminal behavior, six
were rarely studied in the empirical literature, almost exclusively in relation to Terrorism/Violent Extremism.
Most studies found behaviors related to these SAR indicators — Breach/Attempted Intrusion,
Misrepresentation, Theft/Loss/Diversion, Sabotage/Tampering/Vandalism, Cyberattack, and Aviation Activity
— seldom preceded terrorist or violent extremist attacks (e.g., Gruenewald et al., 2015; Gruenewald, Klein, &
Drawve, 2019; Jensen & LaFree, 2024, Smith et al., 2016). For the non-criminal SAR indicators, few studies
examined Photography and Sector-Specific Incident behaviors, reporting similarly low prevalence among
terrorist samples.

Two indicator categories — Expressed/Implied Threats and Weapons Collection/Discovery — are exceptions to
this uneven focus. This consistent attention could be because descriptive estimates indicate threats are the
most common preoperational behavior in terrorist plots and attacks (Capellan et al., 2019; Gill et al., 2021;
Gruenewald et al., 2015; Gruenewald, Klein, & Drawve, 2019; Jensen & LaFree, 2024), and are comparably
prevalent among mass violence events (Alathari et al., 2023; Gibson et al., 2020; Lankford et al., 2019;
Peterson, Erickson, et al., 2021), school violence (Alathari et al., 2019; 2021), and assassination attempts
(Fein & Vossekuil, 1999). Research also suggests expressing threats or communicating attack plans prior to
an attack is predictive of whether a terrorist plot is thwarted (Gruenewald, Klein, & Drawve, 2019) or a school
attack averted (Winch et al., 2024). Similarly, studies report behaviors related to Weapons
Collection/Discovery frequently precede terrorist events (Bouhana et al., 2018; Clemmow, Schumann, et al.,
2020; Gruenewald et al., 2015; Jensen & LaFree, 2024; Lindekilde et al., 2019; Schuurman & Eijkman, 2015),
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mass shootings (Greene-Colozzi & Silva, 2022), and attacks on schools (Alathari et al., 2019; 2021). When
compared directly, findings suggest a comparable proportion of ideological and non-ideological attackers
attempted to acquire weapons (Capellan, 2015; Capellan & Silva, 2019; Clemmow, Gill, et al., 2020; Kelly &
Alexander, 2022), possibly explaining the proportionate distribution of studies on this SAR indicator across
different types of violence.

Terrorism/Violent Extremism was the only violence category which every SAR Indicator was studied in
reference to and accounted for a disproportionate number of studies on 14 of the 16 total SAR indicators. This
discrepancy is unsurprising given the NSI was originally developed as an infrastructure for preventing terrorist
attacks, but points to the clearly uneven distribution of evidence across other types of violence. Six of the
seven criminal activity SAR indicators (see Table 1) have minimal evidence to inform their application to NITV.
The non-criminal SAR indicators — besides Weapons Collection/Discovery, and with the exception of
Photography and Sector-Specific Incident — have been studied to some extent in relation to terrorism and
NITV, but most evidence for each of these indicators relates to Terrorism/Violent Extremism. There were less
than 10 studies on Mass Violence in connection to Eliciting Information, Testing/Probing Security,
Recruiting/Financing, Observation/Surveillance, and Materials Acquisition/Storage. Although 12 studies
examined behaviors indicative of Acquisition of Expertise behaviors as precursors to Mass Violence, nearly
twice the number of studies (n = 23) focused on Terrorism/Violent Extremism. Similarly, less than five studies
assess School Violence for each non-criminal SAR indicator besides Weapon Collection/Discovery. Other
Targeted Violence was not studied in relation to any SAR indicator beyond Expressed/Implied Threats or
Weapons Collection Discovery, except for one study that briefly examined interest in aviation activity before
assassination attempts (Fein & Vosselkuil, 1999).

Overall, there is a clear disparity in how SAR indicators have been studied in relation to terrorism and NITV.
The previous sections highlighted a relatively proportionate distribution of data sources and methodological
approaches across the different types of violence. However, this section contextualizes those findings to show
that most evidence on Mass Violence, School Violence, and Other Targeted Violence is concentrated on two
key SAR indicators — Expressed/Implied Threats and Weapons Collection/Discovery, with limited empirical
attention dedicated to other SAR indicator categories.

Discussion

Law enforcement officers bear the institutional responsibility of filing suspicious activity reports and ultimately
investigating those reports that are vetted and deemed potential threats (Steiner, 2010). The NSI program
facilitates this process by prescribing the behaviors indicative of preoperational behavior so that officers, as
well as members of the general public, are aware of which behaviors warrant fiing a SAR (DHS, 2015).
However, because these SAR indicators were developed to detect terroristic threats, recent calls to expand
the NSI program to capture non-ideological forms of targeted violence are unsubstantiated by systematic
empirical evidence. This scoping review aimed to examine the current evidence base and critically evaluate
the types of violence assessed, data sources used, and methodological approaches employed to study the
connection between SAR indicators, terrorism, and NITV. Several key findings emerged.

First, a plurality of studies focused on terrorism, and the only studies that evaluated all 16 SAR indicators
focused exclusively on terrorist plots and attacks (Gruenewald et al., 2015; Gruenewald, Klein, & Drawve,
2019; Jensen & LaFree, 2024; Smith et al., 2016). Mass violence, which could have included both ideological
and non-ideological attackers, was comparably studied, but this evidence was largely concentrated on
Expressed/Implied Threats and Weapons Collection/Discovery behaviors. Of the 16 SAR indicators, six were
not studied in the context of mass violence, and two others had less than two studies related to mass violence.
The discrepancy is more pronounced in the research on school violence. Only three SAR indicators were
assessed in five or more studies related to school violence, and half of the indicators were not studied in this
context. Overall, it is likely no coincidence that the most studied SAR indicators are also the indicators that
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empirical evidence substantiates as relevant precursors to both terrorism and NITV. The uneven distribution
of evidence across the SAR indicator categories, as well as the relatively preliminary methodological nature
of the evidence base, indicates significant gaps in our understanding on the connection between SAR
indicators, terrorism, and NITV remain.

Several other SAR indicators report smaller evidence bases with disproportionate focus on Terrorism/Violent
Extremism outcomes. For some indicators, this disparate attention may be explained by differential
applicability. For example, with regard to Recruiting/Financing behaviors, a wealth of studies have examined
how terrorist groups recruit for and fund their operations (e.g. Clutterbuck & Warnes, 2011; Gill et al., 2017;
Lindekilde et al., 2019), and recent estimates indicate these behaviors commonly precede terrorist attacks
(Jensen & LaFree 2024). However, studies in this review suggest mass attackers are even more disconnected
from wider social networks than lone-actor terrorists (Clemmow, Gill, et al., 2020), and school attackers rarely
look to recruit others into their plans (Alathari et al., 2019). Moreover, given school attackers typically target
locations they are familiar with — schools where they are often a current or former student —
Observation/Surveillance behaviors are largely unnecessary (Alathari et al., 2019; 2021). Similarly, mass
attackers frequently aim to attack ‘soft’ targets where security is minimal (Allely & Faccini, 2019; Allely et al.,
2024; Capellan et al., 2019; Silva & Greene-Colozzi, 2024), so behaviors related to Testing/Probing Security
are rendered inapplicable since there is limited security to test.

Ultimately, it is these qualitative differences between terrorism and forms of NITV that may explain the uneven
distribution of focus across this evidence base. It is unsurprising that indicators like Cyberattack, Aviation
Activity, or Sector-Specific Incident were rarely studied in the context of NITV, because these indicators are
not reflective of the modus operandi nor current threat environment of non-ideological attackers. However,
these distinctions do prompt questions about how the NSI program can be appropriately expanded to capture
SAR-related behaviors connected to both terrorism and NITV, and the uneven distribution of evidence across
indicators suggests more research is needed to further elucidate these nuances.

Other elements of the existing evidence base must also be considered. Specifically, more than half of the
studies in this review utilized open-source data to examine the connection between SAR-related behaviors,
terrorism, and NITV. Open-source data is a useful tool for studying terrorism and targeted violence, but it is
also limited in several ways (Chermak et al., 2025). In addition to inconsistencies in defining phenomena and
outcome of interest, which may partially explain the variation in outcomes within each type of violence
examined by studies in this review, open-source data also faces numerous measurement issues. Namely,
variables are coded based only on information that is publicly reported and available at a given point in time
(Chermak et al., 2025). It is plausible that a perpetrator could participate in SAR-related behavior, but their
participation was not reported or documented in open-source materials. Although studies reiterate the value
and efficacy of open-source data for studying rare events (Parkin & Gruenewald, 2017), future research in this
area should pursue other forms of data to build on this evidence base further. Specifically, despite several
studies in this review using closed-source data to study SARs, no identified study assessed actual SAR reports
from fusion centers. Obtaining and assessing closed-source SAR data could be especially consequential for
evaluating SARs and the NSI program, particularly as it seeks to expand its preventative purview to both
terrorism and NITV.

Further, findings from this review indicate a diverse range of methodological approaches characterize this
body of research. In appraising these methodologies, a key takeawaly is the reliance on approaches that yield
preliminary, albeit instructive results, like descriptive statistics and case studies. The increasing use of
inferential statistics can help elucidate statistical relationships between SAR-related behaviors and different
types of violence, but many of these inferential tests remain limited to bivariate assessments. The few
multivariate tests such as those examining the connection between SAR indicators and thwarted plots
(Gruenewald, Klein, & Drawve, 2019), identifying latent clusters of preoperational behavior (Clemmow, Gill, et
al., 2020), or sequencing behaviors (Meloy et al., 2021; Silva et al., 2023; Silver & Silva, 2022) exemplify the
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methodological tools that could advance this evidence beyond preliminary evidence. Similarly, rich qualitative
assessments advance the depth of this evidentiary base, like detailed case studies or thematic assessments
of primary source materials (e.g. autobiographies; Gill et al., 2018). Scholars doing research related to SARs
or preoperational behavior should aim to build on the strong foundation established by past research by
conducting innovative, meaningful, and rigorous methodological approaches.

As the main objective of this scoping review was to identify and describe the current evidence base connecting
SARs to terrorism and NITV, methodological advancement could also enable future researchers to conduct
more systematic reviews that produce aggregated findings across studies. Meta-analyses or meta-syntheses
that impose methodological standards can produce stronger aggregated findings on the relationship between
SAR indicators and terrorism and NITV (Grant & Booth, 2009). While such pursuits were not the objective of
this study, nor were they plausible given the current variation in methodology and scope of the outcomes
assessed in this literature, leveraging more powerful methodologies — both quantitative and qualitative — will
pay dividends for future efforts to synthesize this body of research.

Accordingly, this review cannot definitively conclude whether the NSI program should or should not be
expanded to include NITV, nor was this the goal of this study. While sufficient evidence supports the relevance
of some key SAR indicators to NITV, most indicators have not been extensively studied in this context, which
precludes any conclusive determination on the applicability of the NSI program. Moreover, this review is limited
to the body of evidence that was identifiable and eligible for inclusion. The search protocol was designed to
be comprehensive but also restricted to SAR-related behaviors and terrorism or NITV outcomes. It is possible
that, given the search protocol’s reliance on keyword searching in academic databases, that eligible studies
were not identified if the exact keywords were not used. Moreover, SAR indicators define categories of
behavior, but the coders were required to interpret and decide which behavior aligned with those definitions
to decide which studies would be included in the review and how they would be coded. While the post-hoc
reliability estimates indicate strong reliability for this coding scheme, it is plausible that, due to differences in
interpretation, behavior outside the scope of SAR indicator categories was coded for, or that behavior in-line
with the SAR indicators was excluded.

Additionally, while Google Scholar, EBSCOhost, and ProQuest are reliable search engines for locating
research studies, it is possible that relevant studies were stored in repositories not captured by these search
engines. Future research could expand the suite of search engines utilized to mitigate this concern. Further,
the research team treated the search process as a collective endeavor, locating and storing studies in a shared
folder and adopted a consensus-based approach for evaluating eligibility criteria. This approach was ideal for
efficiency and thoroughness but also precluded estimation of reliability metrics that could be used to compare
search results across the three team members. Scholars have demonstrated the utility of such metrics in
open-source data collection as a tool for enhancing the reliability and transparency of open-source searching
protocols (Greene-Colozzi, 2022). Future studies conducting systematic assessments of the literature can
bolster the strength of their search process by integrating reliability tests in the searching phase.

Included studies also had to employ an empirical methodology and be peer-reviewed. These criteria were
necessary for maintaining the integrity of this review but nonetheless exclude potentially relevant articles or
studies (i.e. doctoral dissertations) with valuable insights into the application of SAR indicators to NITV.
Additionally, the discrete focus on SAR-related behavior was a conservative approach for locating and
reviewing empirical evidence directly relevant to the NSI program. Although SAR indicators define behaviors
that can qualify a SAR report, this criterion disqualified studies from important and growing bodies of research
on warning behaviors (Meloy et al., 2012), averted plots (Dahl, 2011; Gruenewald, Klein, Freilich, et al., 2019),
law enforcement investigation (Klein et al., 2019), intelligence sharing (Carter & Carter, 2012), and risk profiles
(Clemmow, Bouhana, et al., 2020; Lankford & Silva, 2025). These studies may not directly align with SAR
indicator categories but demonstrate clear relevance to the NSI program and its functional processes for
gathering, analyzing, investigating, and sharing SARs. Future research related to suspicious activity reporting
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and terrorism and targeted violence prevention would benefit from considering a wider scope of empirical
evidence related to pre-event behaviors beyond the SAR indicator categories.

Similarly, there were no studies connecting SAR-related behaviors to hate or bias crime in this review. This
exclusion was not a deliberate choice by the research team — as shown in Figure 1, both “hate crime” and
“bias crime” were keywords used for outcomes in the search protocol to accurately reflect the priorities
described in the DHS Strategy (DHS, 2019). However, the search process yielded no study that discretely
examined SAR-related behavior of hate or bias crime perpetrators. In fact, the research team was unable to
locate any study examining preoperational or warning behaviors to hate and bias crimes — an issue that other
scholars have highlighted elsewhere (Allison & Gruenewald, 2026). Although it is plausible that some hate
crime offenders could be included in samples of violent extremists given motivations for hate crimes can
potentially overlap with terrorist or violent extremist ideologies (DHS, 2019), it may be prudent to study the
behaviors that precede these crimes more discretely. While research on hate and bias crime continues to
grow, significant gaps remain in our understanding of these crimes and their precursors (Vergani et al., 2024).
One recent advancement is the newly developed Bias Homicide Database, which could help facilitate more
research in this line of inquiry (Allison & Gruenewald, 2026).

In sum, this scoping review offers a checkpoint for researchers, policymakers, and practitioners alike to take
stock of where we are and where we can go. Pragmatically, empirical support is just one of a myriad of
considerations that must be deliberated when deciding whether to expand the NSI to include NITV. The
frequency by which a SAR indicator is observed in plots may be instructive for law enforcement or intelligence
officials to be aware of which behaviors they are most likely to observe, but this should not be the determinant
of whether an indicator is relevant or not. Suspicious behaviors related to the aviation sector are rarely
observed in terrorist plots (Jensen & LaFree, 2024), but this does not mean Aviation Activity should be
removed as a SAR indicator. Instead, we must endeavor to ensure the full scope of preoperational behavior
indicative of terrorist activity is represented in the slate of SAR indicators. Consequently, if the NSl is expanded
to include NITV, any preoperational behaviors unique to NITV should be incorporated into the SAR catalogue.
Collaboration between academics, practitioners, and policymakers will be critical in the continued evaluation
and refinement of the NSI program to ensure the homeland is secure and citizens’ civil liberties are protected.

NOTES

1. Hate/bias crime were included in the original scope of this review, but the systematic search process
described below produced no studies specifically examining the connection between SAR-related
behaviors and hate/bias crimes. As a result, hate/bias crime is not explicitly named as an outcome of
interest throughout the remainder of this study. This issue is explored in more detail in the Discussion.

2. If a potentially relevant study was identified through this strategy, it was collected and stored in the same
shared folder used for the initial search, and subject to the same individual evaluation to determine
eligibility. Thus, the initial pool of 152 studies includes the total count of studies located either in the initial
search or by reviewing identified studies.

3. The source of data for the study was inductively coded and categorized after the initial data collection and
coding process was complete. The lead investigator completed this coding alone but implemented the
post-hoc reliability coding procedure to improve reliability in coding decisions (described above).

4. Studies that assessed multiple types of violence are counted for each type of violence examined in Figure
4 to accurately represent the distribution across studies.
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